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1	Decision/action requested
This contribution discusses the proposed conclusion for KI#5 in TR 33.847
2	References
[1] TR 33.847: "Study on security aspects of enhancement for proximity based services in the 5G System (5GS)"
[2] TS 33.503: "Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)"
[3] TS 23.304: "Proximity based Services (ProSe) in the 5G System (5GS)"
3	Rationale
This discussion paper presents a rationale for proposing additional conclusions for KI#5.
4	Discussion
Clause 7.5 of TR 33.847 currently contains the following conclusion for KI#5:
“The following text is taken as a conclusion for the UE-to-Network Relay solution (L2, L3 with/without N3IWF):
Path switch is not included in the present document, no normative work is needed to address any privacy issue for the path switch scenario.”
However, KI#5 is much broader than only path switch, and involves other privacy issues that may arise due to the use of UE-to-Network relays, e.g due to exposure of User Info ID and Relay Service Codes during discovery and connection setup, and long term use of the same User Info ID and Relay Service Codes across multiple discovery and connection setup phases, that may result in tracability and linkeability attacks. Below is a detailed analysis of possible privacy attack scenarios.
The identifiers used by the Remote UE during discovery and connection setup, i.e. User Info IDs and Relay Service Codes, in particular when used in combination, offer quite unique traceability (e.g. that may pinpoint a particular UE in a group, e.g., a colleague, police officer, schoolmate that may be part of a group sharing the same Relay Service Code). 
NOTE: In case of UE-to-NW relays, the User Info ID is an identifier provided by the PCF that is to be used for identification of the Remote UE respectively the UE-to-NW relay during discovery and connection setup, as was clarified by SA2 in their last meeting in clauses 5.8.3.1 and 6.4.3.6 of TS 23.304 v17.1.1 [3]. A Relay Service Code is linked to a set of PDU session parameters including NSSAI and DNN information and hence can reveal that a device belongs e.g. to the police department.
Although the exchange of User Info IDs and Relay Service Codes is protected during discovery by using the DUSK/DUCK/DUIK, the current TS 23.304 [3] and TS 33.503 [2] do not protect the User Info ID, Relay Service Code and other privacy sensitive identifiers, such as the PRUK ID as part of the Direct Communication Request message. Hence, protection of these parameters is needed, for example using the mechanism as described in solution #42.
Observation 1: The existing conclusions on KI#5 are insufficient to address the various privacy issues for UE-to-Network relays.
Proposal 1: Need to add conclusion to KI#5 about protecting against exposure of privacy sensitive parameters/identities used in the Direct Communication Request (such as User Info ID, PRUK ID and Relay Service Codes), for example using the mechanisms as described in solution #42.
However, protection of the remote UE identifiers, such as User Info ID, Relay Service Codes and PRUK ID using the mechanism in solution #42 is not sufficient. As per the current TS 23.304 [3] and TS 33.503 [2], the User Info IDs and Relay Service Codes are long term identifiers that can be used for multiple relay discovery and communication sessions, and may not be updated for a substantial amount of time. Also, the current specs do not facilitate updating these long term identifiers for out-of-coverage Remote UEs.
Updating long-term identifiers is important to prevent long term tracking by relay UEs and remote UEs, in particular considering that relay UEs and remote UEs are end-user devices do not deserve the same level of trust as base stations (e.g. can be stolen or compromised), and for which the authorization may already have been revoked. Below an example of a UE that can continue to trace a particular remote UE, even when its credentials have been revoked, through discovery messages and/or connection setup messages. 
As illustrated in the figure below, a Revoked/Malicious UE can snoop the communication of Remote UE by descrambling/decrypting the model B discovery messages and Direct Communication Request messages from the Remote UE by using the DUIK/DUSK/DUCK that it may have acquired earlier, in particular if these keys are still within their remaining lifetime, and in this way learn the User Info ID and RSC and hence trace a particular user and could be used e.g. for stalking.
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A solution to mitigate such attack is to update long-term identifiers User Info ID, RSC regularly, e.g. during each relay connection setup. Assuming the update of these identifiers is done using an encrypted payload only visible to the Remote UE, the Revoked/Malicious UE cannot directly link any new User Info IDx and RSCx used by the Remote UE to the previously used User Info ID and RSC, also given that the Remote UE will typically select a new random L2 identifier for subsequent discovery and connection setup messages.
Given that the Remote UE may be out-of-coverage for a prolonged period of time, a good way to update the Remote UE’s long term identifiers is during each connection attempt via a UE-to-NW relay, i.e. during the relay authorization procedure. An example of how this could be done is shown below, based on Steps 5a, 6 (ALTERNATIVE 1), 7 and 8 of solution #32, in combination with the control plane authorization procedure of clause 6.3.3.3 of TS 33.503 [2], whereby step 3 in the figure below corresponds to step 3 in clause 6.3.3.3 of TS 33.503 and step 6 in the figure below corresponds to step 11 in clause 6.3.3.3 of TS 33.503:



After such procedure the Remote UE can then use the new User Info ID for subsequent relay discovery and connection setup. The authorized Relay UEs will subsequently need to be updated (e.g. step 8b in figure above) with the new RSC value to allow the Remote UE to still be able to discover relay UEs. For the correct functioning of UE-to-NW relays the authorized Relay UEs do not need to receive the new User Info IDx of the Remote UE. However, the Relay UE will also still need to allow discovery for the old RSC1 using the original discovery keys DUIK1/DUSK1/DUCK1 to be able to handle out-of-coverage Remote UEs that have not been updated yet, and allow them to set up an indirect connection to the network via the UE-to-NW relay. This means that in principle the Revoked Relay UE may still trace those remaining out-of-coverage UEs. This could be mitigated by reduce lifetime T1 of the discovery keys or revoking the discovery keys for all UE-to-Network relays: the issue with doing this is that out-of-coverage UEs will likely not be updated in time with new discovery keys and hence may cease to function as they may have no way to connect to the network directly or indirectly. On the other hand, if the Revoked/Malicious UE had a particular interest to follow the particular Remote UE as in the above example, it may be less interesting for the malicious UE to follow other UEs, and after a while all of them will get updated after which the privacy issue will be resolved. For additional safety, in particular if the network knows that a revoked UE is still out there, the procedure as described above could be extended to update the discovery keys. If needed, this can be discussed during normative phase.
Observation 2: Protecting the discovery messages and DCR messages from exposing privacy sensitive information is not sufficient to protect agains privacy attacks, in particular long term tracing of a particular UE by an other UE, even in cases whereby the authorization of that other UE may have been revoked.
Proposal 2: Need to add conclusion to KI#5 about protection against tracking by updating the long term identifiers during each UE-to-NW authorization request, for which some parts of solution #32 can be used as example. 



Summary of observations and proposals:
Observation 1: The existing conclusions on KI#5 are insufficient to address the various privacy issues for UE-to-Network relays.
Proposal 1: Need to add conclusion to KI#5 about protecting against exposure of privacy sensitive parameters/identities used in the Direct Communication Request (such as User Info ID, PRUK ID and Relay Service Codes), for example using the mechanisms as described in solution #42.
Observation 2: Protecting the discovery messages and DCR messages from exposing privacy sensitive information is not sufficient to protect agains privacy attacks, in particular long term tracing of a particular UE by an other UE, even in cases whereby the authorization of that other UE may have been revoked.
Proposal 2: Need to add conclusion to KI#5 about protection against tracking by updating the long term identifiers during each UE-to-NW authorization request, for which some parts of solution #32 can be used as example. 
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